URGENT ALERT

Unpfecedented Data Breach
2.9 Billion Recdrds Compromlsed

This past month 2.9 billion records of personal information for people in the United States
were leaked on a hacking forum, exposing names, social security numbers, all known physical
addresses, and possible aliases.

Short video - https://youtube.com/shorts/9M cgDOgbXE?si=6wcxJHerzLINDPZH

The data comes from National Public Data, a company that collects and sells access to personal data for use in
background checks, to obtain criminal records, and for private investigators.

Since the breach, various threat actors have released partial copies of the data, with each leak sharing a different
number of records and, in some cases, different data.

On August 6th, a threat actor leaked the most complete version of the stolen National Public Data for free on the
Breached hacking forum. EVERY HACKER IN THE WORLD NOW HAS THIS DATA — all of us are a target!

Each record consists of the following information; a person's name, mailing addresses, social security number, phone
numbers, and email addresses, with some records including additional information, like other names associated with the
person. None of this data is encrypted.

It is important to note that a person will have multiple records, one for each address they are known to have lived. If you
live in the US, this data breach very likely leaked some of your personal information.

As the data contains hundreds of millions of social security numbers, it is suggested that you monitor your credit report
for fraudulent activity and report it to the credit bureaus if detected.


https://youtube.com/shorts/9M_cqD0qbXE?si=6wcxJHerzLlNDPZH

TAKE ACTION !

START HERE - check to see if your data was exposed at: https://npd.pentester.com

Suggested actions that you should do if you've been impacted;

Monitor your financial accounts for unauthorized activity.

Be vigilant against phishing and SMS texts attempting to trick you into providing additional sensitive
information.

Contact; Equifax, Experian and TransUnion credit reporting agencies to obtain a free credit report at
877-322-8228 or by clicking - https://www.annualcreditreport.com/index.action

Place a free fraud alert on your credit file, which means creditors will contact you before any new
accounts are opened in your name, or changes are made to your existing accounts. You can reach
Equifax at 800.685.1111, Experian at 888-397-3742, and TransUnion at 888.909.8872

Review your free credit report for accounts and inquiries that you don't recognize, which may be signs
of identity theft.

In the event of identity theft, contact the FTC - https://www.identitytheft.gov

Consider a free credit freeze, which would make potential creditors can't get your credit report, making
opening new accounts in your name less likely to be able to opened. You can temporarily lift or remove
any such freeze.

Consider using subscribing to a service such as DELETEME to remove your personal information that’s
being sold online - https://joindeleteme.com

Consider an Identify Theft Monitoring service - https://identityguard.y8uw.net/Magnify247

This is serious — do something and be alert !
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